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(FEQ) - or
- is the result of an IT process, based
on data , which allows an electronic
signature to be inseparably associated with an
IT document, i.e. a set of bits representing facts,

acts or data with legal significance.

Any who applies for a digital si-

gnature can obtain one.

The national legislation of reference on digital
signatures is the

(CAD), Legislative Decree No 82 of 7 March
2005.

The specific subject of signatures is driven by
European Regulation 910/2014 (also known as
eIDAS), which has been fully operational since 1
July 2016.

A digital signature is a type of (electronic) signa-
ture based on a cryptographic key mechanism
that allows the subscriber to affix a unique di-
stinctive mark to a digital document.

Article 24, Legislative Decree 82/2005 outlines
the features of the digital signature.

“l. A digital signature must refer uniquely
to a single subject and to the document or
set of documents to which it is affixed or
associated.

2. The affixing of digital signatures supple-
ments and replaces the affixing of seals,
punches, stamps, marks and brands of any
kind for any purpose provided for by the

legislation in force.

3. A qualified certificate that, at the time of
signing, has not expired or been revoked
or suspended must be used to generate the

digital signature.

4. In accordance with the technical rules
referred to in Article 71, the validity of the
qualified certificate must be ascertained,
as well as the identification elements of the
digital signature holder and the certifier
and any limits on its use. The guidelines
shall also define the mode, including tem-
poral features, for affixing the signature.

4-bis. The affixing to an electronic docu-
ment of a digital signature or another type
of qualified electronic signature based on a
revoked, expired or suspended electronic
certificate shall be equivalent to a non-
signature, unless the suspension status has
been cancelled. Revocation or suspension,
however motivated, shall take effect from
the moment of publication, unless the re-
voker, or the person requesting the suspen-
sion, proves that it was already known to
all the parties concerned.

4-ter. The provisions of this Article shall
also apply if the electronic signature is ba-
sed on a qualified certificate issued by a
certifier established in a State outside the
European Union when one of the following
conditions is met

(a) the certifier meets the require-
ments described in the eIDAS Regu-
lation and is qualified in a Member
State;

(b) the qualified certificate is granted
by a certifier established in the Euro-
pean Union that meets the require-
ments described in that Regulation;

(c) the qualified certificate, or the
certifier, is recognised under a bilate-
ral or multilateral agreement between
the European Union and third coun-

tries or international organisations.”

It is therefore a type of electronic signature that -
by complying with special technical require-
ments - guarantees authenticity, integrity, relia-
bility and legal validity of documents, granting

the same legal value as a handwritten signature.

Digital signatures enable to digitally
signed documents, by means of an IT process
that gives three fundamental qualities an e-

signed document:

. (the signatory assumes re-
sponsibility for the content of the docu-
ment);

. (the document is unchangeable

after the effectiveness of the signature);

. (the document cannot be
disowned by the signatory).

Therefore, once signed a computer document
can be used for legal purposes and opposed to
third parties.

Each subscriber is assigned a pair of
« ? (two sets of binary numbers of 2048 bits)
by the certifying body (the “Agenzia per I’Italia

Digitale”):

° A <«
known to all interested parties (which

” key, so called because it is
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identifies in certain the holder of the
signature certificate) and

° a“

» key, which functions un-
der the exclusive control of the hol-
der, and encrypts the electronic do-

cument to be signed.

The private key is installed on a device (a micro-
chip) that is assigned to the subscriber, and can
only be used together with a (the

personal identification number, i.e. PIN).

To sign a computer document, the holder uses
software that works in three stages.

1. It
of the computer document by
means of the so-called “hash” function;

2.  Sends the footprint of the document to the
secure environment where the private key
(signature device) is kept and where the
signature is generated; this, to be activa-
ted, must be validated using the holder’s
PIN. Once the key has been activated, the
signature device of
the document in such a way as to bind the
signature to both the signatory and the si-
gned text;

3. to the docu-

ment.

The result of the operation is the digitally signed
document.

Each provider follows its own procedure and
provides specific software to perfect the signing
process; to affix one’s signature, therefore, one
must use the specific software of the provider

from which the digital signature was obtained.

To verify the validity of the signature, the reci-

pient uses specific software that

1. from the holdet’s
certificate

2. with document and signa-

ture

3.  Using the hash function,

4. transmitted by
the sender and the one recalculated by the

recipient
If the result is positive, the signature is valid.

The signature validity verification operation can
be performed with any software product (not
specific to the partner that generated the digital

signature).

A natural person can obtain a digital signature
by

Digital signatures can nowadays be alternatively

A. contained on
delivered to the holder, e.g:

. a smart card;
o a USB stick, or
B.

; in this case the user does not re-
ceive a physical object, but thanks to the
use of cloud solutions accesses their digital
signature remotely, through the use of phy-
sical devices (e.g. smartphones) that provi-
de “one-time-passwords” (OTP).

The authorised providers in Italy are, at the time
of writing, 18; the list can be found at

To obtain a digital signature, therefore, it is ne-

cessary to
. an authorised H
. digital signature
b
. of one’s (in

person, at home or via the web), by presen-
ting a valid proof of identification;

. the purchased kit, using the diffe-

rent procedures that vary for each provider.

Once activated, a digital signature is affixed
using the specific provider’s software (typically,
a document to be signed is selected and the spe-

cific procedure is carried out).

Digital signatures have become mandatory in

many administrative and business processes.

Electronic invoices, electronic court procee-
dings, financial statements and the submission
of specific administrative deeds to the public
administration are signed digitally.

In the future, it may be so that digital signatures

completely replace traditional ones.
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